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Cyberattack Incidents

2010 2015
Stuxnet

Target: Iranian 
nuclear plant
Impact: Ruin of 
one-fifth nuclear 
centrifuges

Kimsuky
Target:Korea 
nuclear plant
Impact: Data 
leakage

BlackEnergy3
Target: Ukraine 
power grid
Impact: Power 
outage for 230000 
consumers

Industroyer
Target: Ukraine 
power grid
Impact:  Cut one 
fifth of city’s 
power consumption

WannaCry
Target: Energy 
sectors
Impact: Data theft, 
Ransomware

Electromagnetic 
Attack

Target: Venezuelan 
power grid
Impact: Outage of 
the entire country

Solarwinds 
Target:US Dep. of 
Energy, FireEye, …
Impact: Data leakage, 
Unauthorized network 
access

REvil
Target:US renewable 
energy company
Impact: Data leakage, 
Ransomware 

Vestas
Target: Wind turbine 
manufacture
Impact: Ransomware, 
Data leakage

Nordex
Target: Wind turbine 
manufacture
Impact: Shut down IT 
systems

EnerCon
Target: Wind turbine 
manufacture
Impact: Disruption of 
satellite comm.

SaiFlow
Target:EV Charge Station
Impact: Disable EV 
charge point, Cause service 
disruption

2017

2020

20212022

Shamoon3
Target: Italian gas 
contractor
Impact: Data wiping, 
file disruption

sPower
Target: Utah 
elecrical utilities
Impact: Operation 
interruption

BlackCat
Target: Italian energy sector GSE, 
European gas pipeline Creos
Impact: Ransomware, Websites and 
systems taken down



BlackEnergy Attack in Ukraine Power Grid
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Attack Path
ü Phishing emails infecting office hosts 
ü Propagation to reach critical upper hosts
ü Issue wrong break commands
ü Overwrite sectors, clear logs and make 

hosts unable to recover
ü DDoS attack targeting at customer 

service centre

• Is this the worst damage if the attackers get to this stage 
(and one of them is a power engineer)?

Consequence：
ü 225,000 consumers disconnected for 1-6 

hours
ü Constrained operations for months

Attack Path
ü Phishing emails infecting office hosts 
ü Propagation to reach critical upper hosts
ü Issue wrong break commands
ü Overwrite sectors, clear logs and make 

hosts unable to recover
ü DDoS attack targeting at customer 

service centre

• Is there anything the defenders can still do at this stage?



Is it possible, by controlling a small part of the 
system, to cause a system-wide blackout?

- Physics-aware Intelligent Cyberattacks

Chu,and,Teng. Mitigating Load-Altering Attacks Against Power Grids Using Cyber-Resilient Economic Dispatch, IEEE TSG, 2022

Manipulated load: 5% in Area 2 

There is a risk of cyber attacks propagating through physical 
networks!



Prolong the propagation time 
from cyber to physical

Keep operating 

the grid

Accelerate recovery 
speed

Cyber Resiliency of Digitalised Power Grid

Physical Power System 
�̇� = 𝑓 𝑥, 𝑢
𝑦 = ℎ(𝑥, 𝑢)

Sensor

Decision Making:
Controller/Optimizer 

𝑦!

- Control/operational perspective of intelligent cyber attack

Actuator

𝑢

Can we maintain the “minimum” physical functionality of the 
power grid against intelligent attacks by developing more 
intelligent decision-making?

Availability 
(delay and dropout)

Integrity 
(corruption, forging)

Confidentiality 
(observation)



A Defence-in-Depth Strategy for Cyber Resiliency of 
Energy System

6Liu, Teng, et la, Enhancing Cyber-Resiliency of DER-based Smart Grid: A Survey, TSG

Blending Data and Physics 
for Proactive Cyber Attack 
Detection:
- Hunt the attackers
- Achieve high detection 
without false alarms
- Inform mitigation strategies 

“CyberSafe” operation mode:  
- Ride through cyber degradation
- Coordinate control/operation 
flexibility for mode transition
- Adapt according to attack 
information availability 

Fast cyber-physical recovery:
- Restore cyber functionality while 
maintaining physical functionality 
- Coordinate electricity, transport 
and communication networks



Cyber Resiliency – Attack Detection:
Blending Data and Physics

Xu, Higgins,Teng Blending Data and Physics Against False Data Injection Attack: An Event-Triggered Moving Target Defence Approach, IEEE TSG, 2023

High freq. data-driven 
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Cyber Resiliency – Attack Mitigation:
How to keep the light on under a major cyber intrusion?

Mitigation Strategies

Controllability 
Enhancement (Local)

Resource Schedule 
(Centralized)

Bad data Isolation and 
Replacement

Data 
Recovery

Control 
Adaption

Sy
st

em
 L

ev
el

Low

High
“CyberSafe” Mode for 

Attack Tolerance

Flexible 
Resources Network 

Reconfiguration

Severe
Attacks

Trigger

Support

Timely Response (Seconds-Minutes) Long-term Response (Minutes-Hours)

Chu, Teng Mitigating Load-Altering Attacks Against Power Grids Using Cyber-Resilient Economic Dispatch, IEEE TSG, 2023
Ge, Teng. Cyber-Resilient Self-Triggered Distributed Control of Networked Microgrids Against Multi-Layer DoS Attacks. IEEE TSG, 2022.



Normal-mode CyberSafe-mode

Cyber Resiliency - Attack Mitigation:
A “CyberSafe” Operational Mode

Normal 
Operation

CyberSafe 
Operation

Detection Trigger

recover

𝐦𝐢𝐧
𝒙
	Operation cost, 𝐶(𝑥)

s.t. Power balance constraints; 
 Physical Security constraints (“N-1”);
 …

𝐦𝐚𝐱
𝒙
	Cyber-Resiliency Margin, 𝑀(𝑥)

s.t.  Critical power balance constraints;
  Physical Security constraints (“N-1”);
  …

𝐦𝐢𝐧
𝒙
	 Operation cost, 𝐶(𝑥)

s.t.  Critical power balance constraints; 
  Resiliency constraint, 𝑀 𝑥 ≥ 𝑀#
  Physical Security constraints (“N-1”);
  …

𝐦𝐚𝐱
𝒙
	 𝛼 ⋅ 𝑀 𝑥  – 𝛽 ⋅ 𝐶(𝑥)

s.t.  Critical power balance constraints; 
  Physical Security constraints (“N-1”);
  …

CyberSafe operation against Load Altering Attacks

Chu and Teng. "Mitigating Load-
Altering Attacks Against Power 
Grids Using Cyber-Resilient 
Economic Dispatch." IEEE Trans. 
Smart Grid, 2022



Cyber Resiliency – Cyber Recovery:
 Linking Electricity, Transportation, and Communication

Ø General process of cyber recovery

Liu, Chu, Teng, Cyber Recovery from Dynamic Load Altering Attacks: Linking Electricity, Transportation, and Cyber Networks, TIFS, under review 

Attacked buses are repaired 
at time step 15

Mitigation-related 
parameters are reset at time 
step 10

Stability can be guaranteed 
within the recovery process

Attacked buses are repaired 
at time step 15

Mitigation-related 
parameters are reset at time 
step 5

Stability can be guaranteed 
within the recovery process

Not consider 
couplings 
among three 
networks

Consider 
couplings 
among 
three 
networks

Faster 
recovery!



Liu, Teng, et la, Enhancing Cyber-Resiliency of DER-based Smart Grid: A Survey, TSG, 

Conclusion

We need to go beyond the cyber 
security mindset to develop a 
holistic and end-to-end cyber 
resiliency framework for the future 
power grid!
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