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Challenges for the Utility Sector…
• Gas, Water and Electric utilities are all facing demands for increases in 

connectivity to facilitate digitalisation

• In order to ‘do more with less’ (smart / dynamic grids)

• To satisfy obligations placed by regulators

• Minimise Leaks / contamination

• Facilitate the connection of Solar, Wind, EVs and electrification of Heat

• Enable the gradual move from Methane to Green / Blue Hydrogen

• To extend asset life

• To improve customer experience (Customer Minutes Lost)

• To decarbonise in line with UN & UK climate change objectives

• To simultaneously achieve this mass connectivity whilst maintaining cyber 
security, resilience and cost effective solutions



Why is this Presentation Relevant to this Group?
• Rapid evolution (‘Paradigm shift’) in the way utility networks are monitored 

and managed. BUT this coincides with a perfect storm of related issues -

• Removal of legacy connectivity tools – PSTN, 2G & 3G, Paknet shutdown

• Proprietary systems are not scalable to future challenges (volume and long 
term vendor support)

• Many legacy technology solutions are only just compliant from a cyber 
perspective and many will struggle to meet future NIS 2 directives 

• Energy Pricing crisis

• Skills shortage – too few new entrants to the industry and a problematic 
demographic

• Reduced short list of available vendors due to geo-political supply chain 
issues

• Out of support PDH and SDH products 



Carbon Neutral Aspirations the main driver
Role of Radio Spectrum Policy and digitalisation to 
help combat Climate Change

Motivation for Enhanced Connectivity of Utility 
Assets…



“Passive” – Top Down

Motivation for Enhanced Connectivity of Utility Assets 
(Electricity)…
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• Large Generation – limited 
in number

• Almost no visibility of the 
edges of the network

• Limited Large generation – Extensive 
Local Generation + Storage

• Focus on balancing demand and 
availability through the transition to 
embedded generation and alternative 
gases

Transmission
DERs
Smart Grid
Prosumer

“Active” – Dynamic



Utilities – Probably the Earliest Adopters of IOT !
• Electric, Gas and Water Utilities used ‘Intranet of Things’ long before the 

term IOT was thought of …

• Utilities have had remote control and monitoring of thousands of assets 
for almost 100 years

• Utility sector primary use of connectivity has always been for ‘things’ 
rather people 

• Historic systems were typically

• Operated in isolation (air-gapped)

• Proprietary in nature (wired and wireless)

• Not interoperable

• Subject to significant vendor lock in and obsolescence issues

• Expected to remain in service for 20 – 30 years
• However, this long standing status quo is changing rapidly…



Huge Increase in need for connectivity…
• Increase in data rate per device of 100 x

• Increase in device numbers from 100,000 > 100 Millions

• All must meet strict cyber security requirements (Critical National Infrastructure)

• Massively increased attack surface

• Extensive coverage required utilising a mixture of all connectivity formats

• Terrestrial Wireless

• Fibre

• Satellite

• Copper

• Long term vendor support required

• Harsh environment (Dust, Vibration, Humidity, Temperature and EM Fields)

• Autonomous Power Operation – 72 – 96 hours



• Representing technical and regulatory interests of Electric, 
Gas and Water Utilities – critical national infrastructure.

• Membership driven – with major utilities, from large and 
small countries including Spain, France, Netherlands, 
Germany, Portugal, Ireland and UK.

• Engaging with stakeholders including vendors and operators 
to ensure alignment of new products, standards and 
spectrum allocations with utility requirements.

• Responding to consultations from the European 
Commission, Energy and Telecom Regulators and National 
Administrations about digitalisation of the energy sector. 

• Interacting with European Parliament and Policy Groups.

What is EUTC? (European Utilities Telecom Council)



Close Working Partnership Between Key Players -



Why so many interactions and MOUs?
• Overlaps between all of these groups

• User requirements & Sharing workload

• Ownership

• Global Ecosystem

• Cyber Security

• Leverage individual strengths of each group 

• Government requirements / obligations

• Larger market if volumes combine – resulting in a healthy supplier base 
and economy of scale

• All require electricity supply to operate

• Intersection of all mission critical users – blue light, transport, utilities 
and connectivity of the general public



Spectrum Allocation Success for Utilities…
Ireland (2019)

Germany (2021)

Spain (2021)

Poland (2019)

• Advanced trials and consultations under way in France, Brazil, Saudi Arabia, 
Netherlands and United Kingdom (some specific challenges)…



Some uses of 410-470 MHz spectrum in Europe

410-414/420-424 MHz 
allocated to ESB for LTE 

Smart Grid in 2019

Consultation on 
introducing LTE into 
450-470 MHz band

Spain: Current use of 400 MHz 
by military and PPDR: unlikely 

to change

450-470 MHz spectrum 
empty and sought by utility 

E-REDES

Denmark:453-457.5/463-467.5 
MHz Spectrum awarded for 

critical communications in 2021

450-470 MHz spectrum held 
by Norwegian Power & 

Telecoms Group in 2022

UK: Utilities have 
narrowband allocation in 

450-470 MHz but congested 
with private & government 
users: 412-414/422-424 

MHz used for smart metering 

Legacy Utility Tetra network 
installed by CREOS in 2 x 2MHz 

in 450-470 MHz

Germany: 451–455.74 MHz / 
461–465.74 MHz awarded for 
LTE utility network in 2021 to 

450Connect

Utility Connect has 2 x 3 MHz 
(451.8-454.8/461.8-464.8 MHz) 
for a CDMA network, currently 

being converted to LTE.
Netherlands consulting on 

splitting licence into two 1.5MHz 
channels and licensing one for 

North Sea LTE Network.

Poland: PGE Systemy LTE 
450-470 MHz for electricity 

network control

Austria: Argonet telco 
network migrating 2x4.4MHz 

from CDMA to LTE for 
exclusive use by utilities

Sweden:2 x 5 MHz LTE system in 
450-470 MHz for public safety to 

which utilities have access.



UK Focus – JRC Leading…

• Energy Networks Association Strategic Telecoms Group

• Political engagement at multiple levels in collaboration with Instinctif Partners

• Gemserv Study of economic rational behind spectrum allocation for private LTE 
smart grid network

• Multiple Ofcom consultation engagements

• NGED (WPD) LTE trials in Portishead and Taunton (now on tour – NEC & 
Liverpool)

• NCSC / GCHQ activity around future cyber security challenges

• Northern Ireland Initiative

• Ongoing meetings with BEIS & DCMS (now DSIT & Department for Energy 
Security & Net Zero)
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• NIE private networks workshop Belfast (March)

• SG Tech event Amsterdam (March)

• EU 5G event – Brussels (March)

• UTCAL annual event Rio (March)

• ITU WP 5A Mexico City 

• 3GPP activity – online and in person (Greece, Netherlands,Taiwan)

• 450 MHz Alliance event London 18th & 19th April

• Next generation satellite webinar (April)

• TCCA annual summit (May) Helsinki

• NATO Cyber Security centre of excellence Utility exercise (June) Tallinn

• CIGRE 5G presentation – London (June)

Current Advocacy Activities…



3GPP & Non-Terrestrial 
Networks…



Thank you for 
listening !
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